
The Overview
The Kingdom of Cambodia relies on 
DERMALOG solutions and requested 
additional products after the success-
ful implementation of a “National Bio-
metric Registration System” including a 
“Smart ID Card System”. Consequently, 
the Southeast Asian state placed an 
order for the introduction of a biomet-
ric-based ePassport System as well as 
a Border Control Solution. The ePas-
sport included the highest security 
features in the world at the time of its 
launch.

A “National ID Card”, the corresponding 
AFIS (Automated Fingerprint Identifica-
tion System) as well as “Registration 
Units” exist in Cambodia since 2011. 
Prior to the introduction of the DERMA-
LOG Solution, the Cambodian ID Card 
did not contain stored biometric data. 
Counterfeit protection and the pro-
tection of personality were difficult to 
achieve. The DERMALOG ePassport in-
cluding AFIS followed in 2013. In additi-
on, DERMALOG supplied Passport Prin- 

ters and AFIS Enrolment Stations. The 
ePassport replaced a passport, which  
was not based on biometrics - neither 
provided the opportunity of storing 
data on a chip. In 2016, the installation 
of a Border Control Solution including  
DERMALOG Gates followed. 
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Project/Solution:
• National Registration  
• ID Card System 
• ePassport System 
• Border Control System 
• AFIS 
• Fingerprintscanners

Customer:
Ministry of the Interior

Sector:
Government

Requirements:
>  Modernisation of existing system with 

biometrics
>  Protection against forgery (protection of 

personality)
>  Sovereignty over collected data
>  Fulfilment of international guidelines for 

travel to certain countries
>  Accelerate process of document creation
>  Simplify administration processes
>  DERMALOG as supplier for hardware and 

software
>  Training and support

http://www.dermalog.com


Requirements of the clients 
Customer is the Cambodian Ministry of 
the Interior - HSC Co. Ltd. is the on-site 
partner. DERMALOG is in charge with the 
delivery of hardware and software. There 
is a focus on the most modern technical 
equipment. “The request for modernisa-
tion of the documents and identification 
processes was crucial for the contracts. 
Achieving an absolute data sovereignty for 
the State of Cambodia played as well an 
important role”, says Günther Mull, mana-
ging director and founder of DERMALOG. 

The Cambodian administrations concerns 
to equip the citizens with biometric based 
ID Cards in a first project, was a step to-
wards more document security. It should 
no longer be possible to individually print 
passports by using simple methods – and 
consequently prevent identity fraud. Even 
the increased efficiency regarding admi-
nistrative processes was a planned effect 
in modernizing the ID Cards. 

The DERMALOG ePassport introduced 
later should enable Cambodian citizens, 
entering countries assuming a travel do-
cument with current biometric security 
features. More and more countries wor-
ldwide demand identification documents 
with increased protection against forgery. 
With the DERMALOG Border Control Solu-
tion Cambodia bought the ability to ma-
nage a complete system under their own 
management. The future-oriented invest-
ment should be biometrics-based as well 

as ensure data sovereignty.

Implementation of the  
DERMALOG solution
The three realised projects for Cambodia 
stand for a trusting cooperation between 
DERMALOG and the national authorities. 
The ID Card Registration is performed via 
personal data, photographs and ten print 
capturing on-site in the 25 Cambodian 
provinces. Six hundred fixed and mobile 
“Registration Units” do this. The “Regist-
ration Units” contain a case system inclu-
ding notebook, a DERMALOG Fingerprint 
Scanner, a photo camera, signature pad 
and a flatbed scanner to scan registration 
documents. Fixed stations include PCs in 
a similar configuration. In addition, all pro-
vinces are equipped with a server on-site. 
The ID Card is issued including an integ-
rated chip.

The ePassport, at its launch containing 
the highest security features worldwide, 
is as well biometrics based. Demographic 
and biometric data are captured and a pic-
ture is taken at the enrolment stations for 
the passport. After a personal interview 
as well as the payment procedure, the fin-
gerprint matching is performed using the 
DERMALOG AFIS.

The Border Control Solution works with 
servers, which are exclusively located in 
Cambodia. The internally authorities only 
have access to the collected and proces-
sed data. At border crossing staff mem-

bers scan the fingerprints, the face is cap-
tured via camera, ticket and passport are 
scanned as well. The immigration officer 
has a user interface, which enables him 
to supervise the processes. Displayed for 
him: passport data, the taken photo, as 
well as the photo stored on the passport 
chip. In addition, the program displays the 
entry and exit history of the cross border 
commuters. The officer can read outstan-
ding tasks on the screen such as scan-
ning the landing card, passport control 
and fingerprint capturing.

Staff members perform the ID Card Registration via personal data, photographs and ten print capturing on-site in the 25 
Cambodian provinces.

The “Registration Units” contain a case system including 
notebook, a DERMALOG Fingerprint Scanner, a photo 
camera, signature pad and a flatbed scanner to scan 
registration documents.



Technical highlights

>  Best performance in terms of  
accuracies

>  Fingerprint Matching acceleration 
based on shape technology

>  Always the latest Live Scanners in the 
DERMALOG range

>  No “proprietary” hardware required for 
using a DERMALOG solution 

>  Redundant hard- and software architec-
ture for maximum reliability 

functions. De-duplication and data collec-
tion take place from a central location in 
Cambodia via DERMALOG AFIS. The per-
sonalisation of the Smart Cards as well 
happens on a central location. In total, 13 
million “eID Cards” are in circulation.
Cambodian citizens, whose data are 
already collected for the ID Card, bene-
fit during ePassport application - data 
already stored can be used. In this way, 
processes are simplified. By now, the is-
suing of an ePassport is possible within 
a very short period time. Furthermore, a 
prioritization, using a VIP list, is possible 
when issuing. One million passports are 
currently in circulation. 

Due to data authority with the DERMA-
LOG Border Control Solution it’s possible 
to create and check a blacklist. A maxi-
mum of 500.000 individuals can be in-
cluded into the blacklist. The system is 
designed to work reliably with a number 
of 15 million “movements”. Due to the 
DERMALOG Gates processes are easier 
to handle. The clearance of travellers has 
become more efficient and faster.

Currently, DERMALOG manages the sup-
port to keep existing installations up-to-
date and if required provide new products. 
To profit from established structures, it 
is possible to setup a biometrics based 

The Border Control Solution works with servers, which are exclusively located in Cambodia. At border crossing staff 
members scan the fingerprints, the face is captured via camera, ticket and passport are scanned as well.

Conclusion/Results
The “National Biometric Registration Sys-
tem” ensures the identification of identi-
ties via DERMALOG AFIS. DERMALOG 
performed delivery, individual setup and 
training according to the contract. The 
system involves an adequate disk space 
for the incoming tasks. The possibility for 
“1:N matching” (matching against a who-
le data base) complements the range of 

personal- or voter’s register in future. The 
data already collected provides a valuab-
le basis. As well all doors are open for a 
banking solution using biometrics.

The personalisation of the Smart Cards as well 
happens on a central location. In total, 13 million “eID 
Cards” are in circulation.

Cambodia as a  
success story

>  The ePassport included the highest 
security features in the world at the 
time of its launch 

>  Creating and checking of own black-
lists (a maximum number of 500.000 
individuals can be included)

>  13 million eID Cards (Smart ID Cards) 

>  25 servers to equip all Cambodian 
provinces

>  One million ePassports

>  Border Control designed for 15 million 
“movements”

>  Possibility to setup a personal or 
voter’s registry due to the created 
biometric basis
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About DERMALOG
DERMALOG Identification Systems GmbH 
with head offices in Hamburg is Germa-
ny's pioneer for biometry and the largest 
German manufacturer of biometric devic-
es and systems. One of the shareholders 
in DERMALOG is the state-owned German 
“Bundesdruckerei”.

DERMALOG employs a team of scientists 
who continuously develop biometric iden-
tification systems (so-called "AFIS" and 
"ABIS" systems), including cutting-edge 
fingerprint scanning devices.  The product 
portfolio is complemented by biometric 
Border Control Systems and Biometric ID 
Cards and passports as well as Biometric 
Voting Systems. "FingerLogin", "Finger-
Payment" and "FingerBanking" are also 
solutions developed by DERMALOG, as 
are systems for automatic Face and Iris 
Recognition.

As well as Germany and Europe, the main 
markets of DERMALOG are in Asia, Afri-
ca, Latin America and the Middle East. To 
date, the company has provided its tech-
nologies and solutions to more than 200 
large scale installations in more than 80 
countries.

In addition, DERMALOG offers biometric 
solutions for banks and for the manu-
facturers of Automatic Teller Machines. 
This includes the largest biometric bank-
ing project world-wide (USD 50 million), 
which was delivered by DERMALOG (the 
so-called "BVN Project"): 23 banks and 
the Central Bank of Nigeria were provided 
with DERMALOGs ABIS, which prevents 
double identities among bank customers 
by means of Finger and Face Recognition 
and guarantees the best-possible biomet-
ric identification of customers (KYC) for 
these banks. Furthermore, many ATMs 
across the globe have been equipped with 
DERMALOG's fingerprint technology.
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